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Drivers

dProtected Health Information (PHI) data must
always be protected.

(Lack of a security solution for working with PHI
Impedes medical and translational research.
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Vision (I)

Provide convenient, secure access to PHI CDW-H for UNC healthcare professionals and researchers.
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Vision (ll)

Produce a model system plan and architecture for dissemination.
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Vision (lll)

« Maintain a testbed for ongoing development
— In partnership with NC TraCS, SOM, ISD, and ITS.
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Strategy

- “Defense in Depth” philosophy

* Development
— Prefer COTS/vendor solutions
— Integrate (limited) custom code

» Track ongoing security research
» Test, test, and test again
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Security Landscape

Intrusion Protection System Data Leakage/Loss Protection
(IPS) (DLP)




Definitions

* Data Leakage: o Distribution
Unauthorized t.ra.nsmlssmn by Intent
of data from within an
organization to an external & Intentional
destination or recipient. ¥ Accidental
— Unauthorized # Intentional 43, 5.4 51
or malicious 5% % 1%

— Unintentional or inadvertent
Infowatch.com: Global Data Leakage Report 2009
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Types of Leaked Data

“ Personal Data
* Private identifiable
information (PIl) .
_ Private but not secretive _ 1'e%@Mvergagecret

~
— Examples: SSN, 3.5% —
Patient’s medical billing
code \|
* Intellectual Property
— Things of secretive
nature 898

: %
i Exam ple . source COde infowatch.com: Global Data Leakage Report 2009
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Leakage by Channels

Unspecifie Other, Mobile  Mobile
d,9.5% 7.2%_ ~_—¢data__computers

~_carriers (notebooks

Archived _
media | - (flash , PDAs),
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Paper- ° \Desklt‘?)tﬁmet
hardcopies STaR, FTP,
,19.9% Email,__ —V/ci:\,elm, )y
N 5.3% HDD18.2%
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Leakage by Channel/Intent

Unspecified == 4; 15% ' 13.60%

10.909
Archived media _4..17%80% %

DE

— VA O )/
Internet (HTTP, FTP, IM, ...) =13 98%
—=8.1%.50.80%

Email ﬁ‘ 3%/0?

21078 701 70%

il Accidental & Intentional
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Counter Measures
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DLP Channels
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Discovery

DLP

Network DLP
(Data in motion)
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Network DLP

 Bridge-based
— Inspected at the packet level
— Protocol agnostic
— Ineffective b/c limited action
* Proxy-based
— Message queued at proxy for inspection
— Respond properly according to different protocols
— Integrates with existing web gateway via iCAP
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Discovery DLP

« Scan sensitive data on
— Servers
— Databases
— File servers
— SAN and NAS
« Server or Agent based

* Discovery DLP is not just a scan, it can react
according to predefined policies
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Endpoint DLP

» Enforces policies at the endpoint
« Monitors and prevents data movement to common
vectors
« Endpoint DLP plugs into OS kernel to monitor
— File movement
— Copy/paste
— Printing

rency
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DLP Method

« Understand
— Data transportation protocols
— Data formats
— Encryption/Decryption techniques
« Algorithms
— Keywords
— Regular Expressions
— Fingerprinting (Full, partial hash matching)
— Statistical analysis
— Conceptual Lexicons
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Vendors

challengers leaders
Symantec
McAfee
Websense
o RSA (EMC)
S
o
o
> Trustwaves
= CA
Verdasys Code Green Networks

Fidelis Security Systemns
Palisade Systems
Trend Micro

GTB Technologies

niche players visionaries

—— | completeness of vision ——p»

As of June 2010
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Gartner Report: Magic Quadrant of DLP Vendors
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SMRW Environment and Technology

Objective:
* Provide and facilitate a working environment for

researchers that protects sensitive healthcare information.

The workspace environment will provide the researcher with:

» A protected environment.
* Provisioned information gathered from various sources.
» Tools to work with the provisioned data.

The workspace will provide analysts and administrators:
. Segurity auditing capabilities.
rermResearch data usage metrics.
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Logical

Architecture
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Physical Layout

Physical environment (VMWare cluster) \ ﬁ/MWare virtual environment (X3ﬁ
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Screenshot — Trend Micro server

Summary

+ Digital Assets

: Data Loss Prevention

Compliance Templates

Company Policies

Data Discovery

Device Control

Reports

Logs

+
-
+ Update
+

Administration
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Getting Started! use the topics and links that follow to understand the product workflow
To access the Help system, click the blue question mark (?) at the top of the page or, for page-:
various pages.

4

B
Create Compliance Template
-Define Rules from Diaital Assets

Enforce Policy T
+Deploy Policy
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Screenshot — Trend M
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Future Directions

« Automated virtual environment creation
capabilities.

* Fabian Monrose (UNC CS)
— Auditing
— Security and forensics

 Elisa Bertino (Perdue CS, CERIAS)

— Security policies
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Wrap-up

e Questions and comments

S
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